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ABSTRACT

MANET stands for Mobile Ad hoc Network. It is a robust infrastructure less wireless network. malicious vehicles
can degrade the network performance by triggering some security attack. VANET are self-configuring networks
composed of a collection of vehicles and elements of roadside structure linked with each other without requiring
any infrastructure, sending and receiving information of current traffic situation. These are used for the
communication among the mobile vehicles. It has some security issues like attacks, authentication etc. In this
work, a novel technique has been proposed to detect malicious vehicles and isolate Sybil attack from the network.
This will help to improve network performance.
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INTRODUCTION

Vehicular adhoc networks (VANETS) are classified as an application of mobile adhoc network (MANET) the
main benefits of VANETS are the potential in providing travellers comfort & they enhance road safety and vehicle
security while protecting driver’s privacy from attacks perpetrated by adversaries. Recently VANETS have
emerged to turn the attention of researchers in the field of wireless and mobile communications.Vehicular adhoc
network are wireless networks where all the vehicles from the nodes of the network. It is for the driver comfort
and road safety, the inter-vehicle communication provide them. Vehicular ad-hoc network is subclass of mobile
ad hoc networks which provides a distinguished approach for intelligent transport system. It is autonomous and
self-organizing wireless communication network, where all the nodes in VANET involve themselves as servers
or client for exchanging and sharing information. The network architecture of VANET can be classified into three
categories pure cellular, pure ad-hoc and hybrid. Currently, DSRC (Dedicated Short-Range Communication) has
been proposed as the communications standard specifically for VANETSs, it is a short medium range
communications service that offers very low latency and high data rate.

APPLICATIONS
Safety applications: Safety applications are most important factor to decrease the road accident and loss of life
of the occupants of vehicles. There are so many accident happened due to the collision of vehicles.

Car speed warning: With help of these protocols use a combination of GPS and digital maps are used to judge
threat level for driver approaching a curve quickly.

Traffic signal violation warning: It is also designed to send a warning message when driver detects the vehicle
is in risk of running the traffic signal. The decision to send a message is made on the basis of traffic signal status
and timing the vehicle position and speed.

Collision risk warning: in this system vehicle and RSU detect chances of collision between multiple vehicles are
not able to communicate amongst themselves. The system will collect data about vehicles that are coming in
opposite direction and are approaching towards the destination.

Lane change warning: In this application vehicle monitor the position of vehicle within a roadway lane and warn
a driver if it is unsafe to change lanes.
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Sybil Attack in VANET
It consists of sending multiple messages from one node with multiple identities. Sybil attack is always possible
except the extreme conditions and assumptions of the possibility of resource parity and coordination among
entities. When any node creates multiple copies of itself then it creates confusion in the network. Claim all the
illegal and fake ID’s and Authority. It can create collision in the network. This type of situation is known as Sybil
attack in the network. This system can attack both internally and externally in which external attacks can be
restricted by authentication but not internal attacks. As there is one to one mapping between identity and entity in
the network.

O
O

Figure 1.1: Sybil Attack

A, B, C ,D nodes are Sybil nodes which create fake or similar identity in the network and collapse the network.

RELATED WORK

The introduction of IEEE 802.11 along with advanced wireless ad-hoc networks and location-based routing
algorithms makes vehicle-to-vehicle communication viable/possible. Applications for inter-vehicle
communication include intelligent cruise control, lane access and emergency warning systems among others. The
Vehicular systems employ wireless ad-hoc Networks and GPS to determine and maintain the inter-vehicular
separation necessary to ensure the one hop and multi hop communications needed to maintain spacing between
vehicles. Location based routing algorithms are flexible and efficient enough with regards inter-vehicular
communication so, they form the basis of any VANET (R. A. Santos et al.). Some of location-based algorithms
are Greedy Perimeter Stateless Routing (GPSR), Grid Location Service (GLS), Location Aided Routing (LAR)
and Distance Routing Effect Algorithm for Mobility (DREAM). Location-Based Routing Algorithm with Cluster-
Based Flooding (LORA-CBF) is an option for present and future automotive applications. A vehicle to vehicle
communication for cooperative collision warning as proposed by Xue Yang et al. (2004) provides such facilities
to a large extend but the wireless communication used is unreliable due to channel fading, packet collisions, and
communication obstacles, can prevent messages from being correctly delivered in time. The necessary condition
for the support of message differentiation is that underlying MAC protocol should provide service differentiation
among different classes of messages. The 802.11e EDCF (Enhanced Distributed Coordinated Function), an
extension to IEEE 802.11 provides such a function (G. Chesson et al., 2002). In 802.11e EDCF, different levels
of channel access priorities can be provided through different choices of Inter Frame Space (IFS) and contention
window (CW) sizes. Corresponding to different delay requirements, three classes of messages are defined, where
class 1 messages have the highest priority to be transmitted and class 3 messages have the lowest priority. The
VANET is the self configuring type of network, in which the vehicles can move freely in the network. In such
type of network, there are more chances that malicious vehicles can join the network and trigger some type of
attack. Among the possible attacks Sybil attack is the most harmful attack which is possible in the network. This
attack will reduce the network performance. In this work, we will work on to detect malicious vehicles in the
network which is responsible to trigger such type of attacks.

CONCLUSION

The vehicular adhoc network is the self-configuring type of network in which vehicles can move freely on the
roads. The vehicle adhoc network is the decentralized type of network in which vehicles can join or leave the
network when they want. Due to such type of network nature many malicious nodes may join the network which
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are responsible to trigger various type of security attacks. The Sybil attack is most common type of attack in which
malicious nodes can change its identification time to time. In this work, it is been concluded that Sybil attack
reduced network performance in terms of throughput, delay and packet loss. In this work, technique will be
proposed which will be based on network information and monitor mode technique. The simulation is performed
in NS2 and it has been analyzed that proposed technique will detect malicious nodes from the network in minimum
amount of time. In future proposed technique will be applied for the detection of wormhole attack in the network.
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